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- No one but Alice and Bob — not even the service provider — can decrypt or read
the illegal message (eg. misinformation or hate speech)
- Hence, law enforcement cannot regulate misdemeanors on these platforms
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- Do NOT trace originators of messages not deemed illegal

- Do NOT make messaging servers deviate from standard protocol

- Do NOT complicate affairs for the end user
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Private Originator Tracing - Syntax

Tuple of PPT algorithms:

— A
[ (pkg, skg) Sf?KeyGen(l, } {@ku’ sk,) — UKeyGen(1%, U)}

Run locally by user
to generate their key
pair




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

— A
[ (pkg, skg) Sf?KeyGen(l, } {@ku’ sk,) — UKeyGen(1%, U)}

Repeat to create as
many key pairs as
needed




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

- 4
- A
(pkg, skg) S§KeyGen(1 ) } (pky, sky;) — UKeyGen(1%, U)}

.

4 N
(re, U) < UserReg(S, pkg,
Sks, U, Une , sk

w? pkUneW Unew )

- J

Interactively run by SP and new user,
returns reg. confirm. and updated

membership set U<~ U U U




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

-

.
- A
(pkg, skg) S»?KeyGen(l, } (pky, sky;) — UKeyGen(1%, U)}

.

-

-

~

(re, U) < UserReg(S, ka, ad — Auth(U_, pkU , re, S, Sks)
SkS’ U’ Unew’ pkUnew’ SkUnew ) i -

)

Interactively run by SP and reg. user Ureg € U to auth. and record
(pkUreg, Ureg), returns authoring data ad := (pkUreg, ath ) Where

athpkUreg authenticates pkUreg using skg

pkUreg




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

-

(pkg, skg) <—S§KeyGen(17‘, }

/

.

(pky, sky;) — UKeyGen(1%, U)}

-

-

(re, U) < UserReg(S, pkg,

Sks, U, Une , sk

w? pkUneW Unew )

~

)

[ ad — AU‘th(Ureg’ pkUreg, re, S, sky) }

Verify if authoring data is

[1/0 — ad VI(pkg, ad)}

valid under pkg




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

-

(pkg, skg) <—S§KeyGen(1”, }

/

.

(pky, sky;) — UKeyGen(1%, U)}

-

-

(re, U) < UserReg(S, pkg,

Sks, U, Une , sk

w? pkUnew Unew )

~

)

[ ad — AU‘th(Ureg’ pkUreg, re, S, sky) }

[1/0 — ad VI(pkg, ad)} [sk

M < NewMsg (U__., m,

Usen

p ad = (pk

Usen

v ath

pkUsend) )

%

Run by U, € U to create
message tuple M := (m,
md, ad)




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

-

(pkg, sky) — SKeyGen(1%,

S)

|

/

.

(pky, sky;) — UKeyGen(1%, U)}

Ve )
(re, U) < UserReg(S, pky, [ ad — Auth(Ureg, pkUreg, re, S, sky) }
L SkS’ U’ Unew’ pkUnew’ SkUnew ) )
[ [ M NewMsg (U
— NewMs , M,
1/0 — adVi(pkg, ad) | | M7 FOVME Do )
9 ) S Usend’ ad = (p Usend’ & pkUsend)
e A
Verifies if M is a valid message
1/0 < MVf<ka7 M) tuple under pkg, ad and md
- J




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

S)

p
(pkg, sky) — SKeyGen(1%, }

/

.

(pky, sky;) — UKeyGen(1%, U)}

-
(re, U) < UserReg(S, pkg,
Sks, U, Une , sk

w? pkUnew Unew )

-

~

)

[ ad — AU‘th(Ureg’ pkUreg, re, S, sky) }

4 N

1/0 < adVf(pkg, ad)

- DN

SkUsend’ ad := (pkUsend’ athpkUsend)) )

~

M < NewMsg (U__., m,

4 )

1/0 — MVf(pky, M)

- DN

- N
M < RevMsg (U, M := (m,

md, ad), U

I"CV) Y,

Run by U € U to
receive the tuple M
created by U e U

send




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

-

S)

(pkg, sky) — SKeyGen(1%, }

/

.

(pky, sky;) — UKeyGen(1%, U)}

-

-

(re, U) < UserReg(S, pkg,

Sks, U, Une , sk

w? pkUnew Unew )

~

)

[ ad — AU‘th(Ureg’ pkUreg, re, S, sky) }

4 N

1/0 < adVf(pkg, ad)

- DN

M < NewMsg (U__., m,

~

SkUsend’ ad := (pkUsend’ athpkUsend)) )

4 N 7

1/0 — MVf(pky, M)

- DN

M — FwdMsg (U, M := (m,
)
d

md, ad), U,

~

Run by U € U to
forward the received
tuple MtoU, . € U

/

J




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

{rep := (rm, rd) < Report (

U, . M:=

fwd’

(m, md, ad), L))

4 )

1/0 < adVf(pkg, ad)

- DN

M < NewMsg (U__., m,

sk . ad := (pk,, » ath

Usen Usen

pkUsend) ) )

4 )

1/0 — MVf(pky, M)

/

- /

M — FwdMsg (U, M := (m,
md, ad), U,_,)

~

Run by U, . € U to report
a message tuple M by
sending rep := (rm, rd) to
L where rm := (m, md)
and rd := ad (of corr. M)

J




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

{rep := (rm, rd) — Report

(

fwd’

U, . M:= (m, md, ad), L) }

[ 1/0 < repVi(pkg, rep) r

~

Verifies if rep is a valid

J

report under pkg

-

1/0 < adVf(pkg, ad)

.

~

DN

M < NewMsg (U__., m,

sk . ad := (pk,, » ath

Usen Usen

pkUsend) ) )

/

1/0 — MVf(pky, M)

.

~

J

/

M — FwdMsg (U, M := (m,
md, ad), U,_,)

~

J




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

{rep := (rm, rd) — Report

(

U, . M:=

fwd’

(m, md, ad), L)) }

N
[ 1/0 < rep Vi(pkg, rep) [ 1/0 < rdVi(pkg, rd)
) )
e N N
1/0 — adVi(pkg, ad) | | " NOWMSE L
Y ) = Usend’ ad := (pkUsend’ athpkUsend)) )
e N Vi : N
— FwdMsg (U, M := (m,
1/0 < MVf(pky, M) md, ad), U )
- RN w Y

Verifies if rd has valid
reporting data under pkg




Private Originator Tracing - Syntax

Tuple of PPT algorithms:

Interactively run by L and S
that takes report data rd and
returns originator U of
reported message to L

{rep := (rm, rd) < Report (U

fwd’

M := (m, md, ad),

(without revealing m to S)

.

Y

~
[ 1/0 < repVf(pkg, rep) [ 1/0 — rdVf(pkg, rd) } [ U,.q — Trace(L, rd, S) }
J
4 N N
]_/O — ade(ka, ad) L M — EIGYMig (Usen(}ll’ m,
. )L & Usend’ el 8= (p Usend’ at pkUsend)) y
s N M — FwdMse (U M : N
<« — W Sg rev’ = \m,
YO VR 1D md, ad), U,
N RN y
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[ o, = Sign(skg pk,) 1

(pk sk,) Preprocessing phase
(Pkgqq, SKoge)




ATAVISM - a protocol sketch

@ (pkg, skg)

(pk,; sk, o) Preprocessing phase
(PKgg> SKgg9> Tggq)




ATAVISM - a protocol sketch

Or in
practice...
(pkg, skg)

&

(pk,; sk, o) Preprocessing phase
(PKgg> SKgg9> Tggq)




ATAVISM - a protocol sketch

(pkg, skg)
Repeat for all registered users!

(pk,; sk, o) Preprocessing phase
(PKgg> SKgg9> Tggq)




ATAVISM - a protocol sketch

(pkg, skg)
Repeat for all registered users!

(pk,; sk, o) Preprocessing phase
(PKggg: SKggq: Ggg)




ATAVISM - a protocol sketch

Online phase

“Hey, do you
want to switch to
using Signal?”




ATAVISM - a protocol sketch

Online phase

m
s = Sien(sk, m) | M
pk
°




ATAVISM - a protocol sketch

Online phase

la)
Signed with any
unused (sk, pk)
m
s = Sien(sk, m) | M
pk
0)




ATAVISM - a protocol sketch

e

m

Online phase

Signed with any
unused (sk, pk)

s = Sign(sk, m) | M

Corr. to sk

pk -
o)




ATAVISM - a protocol sketch

o

m
s = Sign(sk, m)
pk -

<

Online phase

Signed with any
unused (sk, pk)

M

o

)

Corr. to sk

Verifies owner of sk
corr. to pk
originated m,
doesn’t reveal
identity




ATAVISM - a protocol sketch

Online phase

Verifies owner of sk
corr. to pk

Signed with any

e |
0 ) identity

s = Sien(sk, m) | M
pk - Corr. to sk
O -« Sign. on pk under sk
S :




ATAVISM - a protocol sketch

Online phase

la)
o)
e Verifies owner of sk
corr. to pk

Signed with any
unused (sk, pk)

originated m,
doesn’t reveal

m ) Pseudonymous identity
s = Sien(sk, m) | M Verifies owner of
pk - Corr. to sk h sk corr. to pkis a
c - Sign. on pk under sk registered user
. :
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registering pk that does not
belong to them

Prevent service provider
[ Cannot frame user 1 from framing user

S) without forging sig!
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(pkys sk, v
(Pkygg, 8Kggg: Vgg9)
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without the tracing scheme
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c = Sign(sk, pk)
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from SP!
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Security of underlying
signature scheme used
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- Prototype implemented in Typescript

- Session data stored in Postgres-12 database

- HKd25519 signatures used in implementation

- Signal’s Double Ratchet algorithm used for encryption

- Tested on system: Ryzen 9 7940HS with 16GB ram running NixOS

- We also test on thin clients (Poco C65 phones) connected to a remote EU
server to test real-world deployability

- Barebones Rust implementation used in benchmarking for fairer comparison
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.
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Protocols | UKeyGen | Auth | NewMsg | RcvMsg | Trace
AMF [44] 0.017 = = 0.2 0.2
Path traceback (45 0.014 - — 0.005 -

Tree tracebackJ}_?i 0.04 — - 0.0113 —
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( Practically a few

microseconds
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TABLE II: Comparison of Execution Time (in ms)

TABLE III: Comparison of Storage Space (in B).

Protocols | UKeyGen | Auth | NewMsg | RcvMsg | Trace
AMF [44] 0.017 = = 0.2 0.2
Path traceback [45 0.014 - — 0.005 -

Tree tracebackj‘}_?i 0.04 — - 0.0113 —

Tree-linkable |42 — - 0.1 0.23 0.06
Tree-unlinkabl‘e_?é;_Zh — - 1.3 2.14 1.7
Hecate [39)] - 0.06 0.03 0.19 0.2
ATAVISM 0.078 0.016 | 0.0154 0.013 0(1)

Protocols Send (B) | Receive (B) | Trace (B)
AMF [44 489 489 489
Tree-linkable [42} 256 320 160
Tree-unlinkablqe_gjzi 712 1688 648
Hecate [39]) 380 484 380
ATAVISM (Figure|1) 160 160 96
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TABLE II: Comparison of Execution Time (in ms) TABLE III: Comparison of Storage Space (in B).
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Small overhead
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and keys
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TABLE II: Comparison of Execution Time (in ms) TABLE III: Comparison of Storage Space (in B).
Protocols | UKeyGen | Auth | NewMsg | RcvMsg | Trace Protocols Send (B) | Receive (3) | Trace (B)
AMF [44] 0.017 - - 0a 0.2
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Storing a lot of
keys for many
million users?
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Protocols | UKeyGen | Auth | NewMsg | RcvMsg | Trace
AMF [44] 0.017 = = 0.2 0.2
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Tree-linkable |42 — - 0.1 0.23 0.06
Tree-unlinkabl‘e_?é;_Zh — - 1.3 2.14 1.7
Hecate [39)] - 0.06 0.03 0.19 0.2
ATAVISM 0.078 0.016 | 0.0154 0.013 0(1)

Protocols Send (B) | Receive (B) | Trace (B)
AMF [44 489 489 489
Tree-linkable [42} 256 320 160
Tree-unlinkablqe_gjzi 712 1688 648
Hecate [39]) 380 484 380
ATAVISM (Figure|1) 160 160 96

Not too much of an

issue!
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TABLE II: Comparison of Execution Time (in ms) TABLE III: Comparison of Storage Space (in B).
Protocols | UKeyGen | Auth | NewMsg | RcvMsg | Trace Protocols Send (B) | Receive (3) | Trace (B)
AMF [44] 0.017 - - 0a 0.2
Path traceback [45 0.014 = - 0.005 | - AMF [44] 489 489 489
Tree traceback [435 0.04 - - 0.0113 - Tree-linkable [42 256 320 160
Tree-linkable 'i?;ﬁ - - 0.1 0.23 | 0.06 Tree-unlinkable [42 712 1688 648
Tree-unlinkable [42 — - 1.3 2.14 L7 —

Hecate [39] = 0.06 | 0.03 0.19 | 02 Hecate [39]) 380 484 380
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TABLE IV: Execution Time on thin clients (in ms).

( Main overhead is
Protocols UKeyGen | NewMsg | RcvMsg L bandwidth latency

AtavisM (Figurel) | 0.56 17.4 18.8
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TABLE II: Comparison of Execution Time (in ms) TABLE III: Comparison of Storage Space (in B).
Protocols | UKeyGen | Auth | NewMsg | RcvMsg | Trace Protocols Send (B) | Receive (3) | Trace (B)
AMF [44] 0.017 = = 0.2 0.2
Path traceback [45] | 0.014 - = 0.006 | - AMF (44 489 489 489
Tree traceback [45 0.04 - — 0.0113 - Tree-linkable [42 256 320 160
Tree-linkable 'i?;ﬁ - - 0.1 0.23 | 0.06 Tree-unlinkable [42 712 1688 648
Tree-unlinkable [42 — — 1.3 2.14 1.7 —

Hecate [39] = 0.06 | 0.03 0.19 | 02 Hecate [39]) 380 484 380
ATAVISM 0.078 | 0.016 | 0.0154 | 0.013 | O(1) ATAVISM (Figure|1) 160 160 96
TABLE IV: Execution Time on thin clients (in ms). .
( Still small enough
Protocols UKeyGen | NewMsg | RcvMsg ) L to be practical on
= phones
AtavisM (Figurel) | 0.56 17.4 18.8
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TABLE II: Comparison of Execution Time (in ms) TABLE III: Comparison of Storage Space (in B).
Protocols | UKeyGen | Auth | NewMsg | RcvMsg | Trace Protocols Send (B) | Receive (3) | Trace (B)
AMF [44] 0.017 - — 0.2 0.2
Path traceback [45] | 0.014 - = 0.006 | - AMF [44] 489 489 489
Tree traceback [45 0.04 - - 0.0113 - Tree-linkable [42 256 320 160
Tree-linkable 'i?;ﬁ - - 0.1 0.23 | 0.06 Tree-unlinkable [42 712 1688 648
Tree-unlinkable [42 — - 1.:3 2.14 1.7 —

Hecate [39] = 0.06 | 0.03 0.19 | 02 Hecate [39]) 380 484 380
ATAVISM 0.078 | 0.016 | 0.0154 | 0.013 | O(1) ATAVISM (Figure|1) 160 160 96
TABLE IV: Execution Time on thin clients (in ms).
( No other protocol
Protocols UKeyGen | NewMsg | RcvMsg ) glve§ res.ults for
— thin clients!
AtavisM (Figurel) | 0.56 17.4 18.8
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Tradeoffs and Limitations

- Ethical considerations? Cannot help against oppressive government policy on
what ¢s and isn’f ruled illegal!

- We want to mainly combat fake news and hate speech - cannot do anything if
LE flags an otherwise innocuous message

- Cannot help against social engineering - a bad guy can take over an honest
person’s SIM card

- Storage costs? Need ~288TB for >2B users sending ~100B messages/day on
WhatsApp

- Public key signing? Still want to remove the need to produce so many keypairs
and signatures!
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equivalence classes
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Future Work and Conclusion

- Semi-honest ™ malicious service provider

- Semi-honest ™ malictous law enforcement

- Optimize server involvement in preprocessing/refresh

- Pseudo tree-linkability = Full tree unlinkability

- Filter spam reports to LE? Thought not technically illegal!
- Distributed storage version: % = &=

Thank you for
your time! !,

Questions?
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